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1
Decision/action requested

 It is proposed to approve this pCR for TS 33.514.
2
References

[1]
TS 33.514, "Security Assurance Specification (SCAS) for the UDM network product class".
[2]
TS 33.511, " Security Assurance Specification (SCAS) for the next Generation Node B (gNodeB) network product class".
3
Rationale

This contribution proposes to fill up the clause 4.2.3, 4.3 and 4.4 of TS 33.514 [1]. The content follows the same sub-clause structure with TS 33.511 [2]. In addition, a couple of Editor's notes under clause 4.2 and 4.2.1 are deleted as they are no longer necessary.                                                                                                                                                                                                                                                                                                                 
4
Detailed proposal

***
START OF CHANGE ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP
TS 33.501: "Security architecture and procedures for 5G system".
[x]
3GPP TS 33.117, "Catalogue of general security assurance requirements".



***
NEXT CHANGE ***
4.2
UDM-specific security functional requirements and related test cases


4.2.1 
User Privacy Procedure
4.2.1.1 
De-concealment of SUPI from the SUCI based on the protection scheme used to generate the SUCI.

Requirement Name: De-concealment of SUPI from the SUCI based on the protection scheme used to generate the SUCI. 

Requirement Reference: TBA

Requirement Description: "The SIDF shall resolve the SUPI from the SUCI based on the protection scheme used to generate the SUCI." as specified in TS 33.501, clause 5.8.2 

Security Objective Reference: TBA

TEST CASE: 

Test Name: TC_DE-CONCEAL_SUPI_from_SUCI_UDM

Purpose: 

Verify that the SIDF De-conceals the SUPI from the SUCI based on the protection scheme used to generate the SUCI.

Procedure and execution steps:

Pre-Condition: 

· UDM network product is connected in simulated/real network environment.

· Tester shall have access to the subscription data stored in UDR.
· Tester shall record the  SUPI from the UE.
Execution Steps: 

Test case:

Tester shall capture the entire authentication procedure between UE and AMF over N1, N12 and N13 interface using any network analyser. 
.
1.
Tester shall filter the Nudm_Authentication_Get Response message sent from UDM to AUSF over N13 interface containing the SUPI.
2.
Tester shall compare the SUPI gotten from UE and the SUPI retrieved from Nudm_Authentication_Get Response message.

Expected Results:
SIDF resolves the SUPI from the SUCI based on the protection scheme used to generate the SUCI.

Expected format of evidence:

Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
***
NEXT CHANGE ***
4.2.3
Technical Baseline

4.2.3.1
Introduction

The present clause provides baseline technical requirements.

4.2.3.2
Protecting data and information

4.2.3.2.1
Protecting data and information – general

There are no UDM-specific additions to clause 4.2.3.2.1 of TS 33.117 [x].
4.2.3.2.2
Protecting data and information – unauthorized viewing

There are no UDM-specific additions to clause 4.2.3.2.2 of TS 33.117 [x].

4.2.3.2.3
Protecting data and information in storage

There are no UDM-specific additions to clause 4.2.3.2.3 of TS 33.117 [x].

4.2.3.2.4
Protecting data and information in transfer

There are no UDM-specific additions to clause 4.2.3.2.4 of TS 33.117 [x].
4.2.3.2.5
Logging access to personal data

There are no UDM-specific additions to clause 4.2.3.2.5 of TS 33.117 [x].
4.2.3.3
Protecting availability and integrity

There are no UDM-specific additions to clause 4.2.3.3 of TS 33.117 [x].
4.2.3.4
Authentication and authorization

There are no UDM-specific additions to clause 4.2.3.4 of TS 33.117 [x].

4.2.3.5
Protecting sessions

There are no UDM-specific additions to clause 4.2.3.5 of TS 33.117 [x].

4.2.3.6
Logging

There are no UDM-specific additions to clause 4.2.3.6 of TS 33.117 [x]. 
4.2.4
Operating Systems

There are no UDM-specific additions to clause 4.2.4 of TS 33.117 [x]. 
4.2.5
Web Servers

There are no UDM-specific additions to clause 4.2.5 of TS 33.117 [x].
4.2.6
Network Devices

There are no UDM-specific additions to clause 4.2.6 of TS 33.117 [x]. 
4.2.7
Other security functional requirements on the UDM
There are no UDM-specific additions to clause 4.2.7 of TS 33.117 [x]. 
4.3
UDM-specific adaptations of hardening requirements and related test cases

4.3.1
Introduction

The present clause contains gNB-specific adaptations of hardening requirements and related test cases.
4.3.2
Technical Baseline

There are no UDM-specific additions to clause 4.3.2 of TS 33.117 [x].
4.3.3
Operating Systems

There are no UDM-specific additions to clause 4.3.3 of TS 33.117 [x].
4.3.4
Web Servers

There are no UDM-specific additions to clause 4.3.4 of TS 33.117 [x].
4.3.5
Network Devices

There are no UDM-specific additions to clause 4.3.5 of TS 33.117 [x].
4.3.6
Other UDM-specific adaptations of hardening requirements and related test cases

There are no UDM-specific additions to clause 4.3.6 of TS 33.117 [x].
4.4
UDM-specific adaptations of basic vulnerability testing requirements and related test cases


There are no UDM-specific additions to clause 4.4 of TS 33.117 [x].
***END OF CHANGE ***
